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How to Report a Suspicious Email Using the Cofense Button

On i0S, you can find the Reporter add-in in the context menu (...) when viewing an email.
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On Android, you can find the Reporter for Mobile add-in under the add-in’s menu
(four boxes) when viewing an email.
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Microsoft Outlook Ribbon — Top Menu Bar

Select the email and press the Report Phishing Cofense button. Click OK.
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Extemal Email

Your message is ready to be sent with the
following file or link attachments:
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Outlook Web Access - OWA

Select the email, look for the 3 dots (...). From the drop-down menu, select
Report Phishing. Click OK.
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Cyber Hacks: Security Tips for Holiday Shopping Forward

I Five security tips for online shopping this holiday season:

1. Never install unfamiliar software

There are hundreds of shopping apps out there and some of Mark as read

them may be malicious, 50 only use apps that you know and
| st

2. Verify attachments are safe before downloading them

A common tactic among cybercriminals is to create phony email Repart
notifications from a retailer or postal service. These notifications

often include a malicious attachment

3. Verify links before clicking
When online shopping, only click on an ad or link from a Dowr
reputable source, such as a retailer’s official social media profile.

4. Secure your devices

Never leave your phone, tablet. or computer unattended. Try to
take your device with you wherever you go. If you do need to @l Send to OneNote
step away, lock your device

5. Use strong password phrases
Use strong a password phrase for all your devices, apps, and
services!
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Video on How to Report a Suspicious Email

https://player.vimeo.com/video/791204106
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